Network Architecture 4 RWI
The vision of the Real World Internet (RWI) is set around a huge number of heterogeneous and ubiquitous smart devices, sensors and actuators (realising the so-called Internet of Things), which communicate over hybrid and ad-hoc networks, and work together and in synergy to accomplish added-value goals that improve business performance and/or the quality of our lives. Unlike the current Internet which is composed of somewhat identical devices that are somehow heterogeneous in some capabilities but very similar concerning purpose and properties, RWI promises to exhibit a much higher level of heterogeneity, as totally different objects in terms of functionality, technology and application fields will take part to the same communication environment. Thus, RWI adds an additional level of complexity to the Internet architecture (and its evolved form), as in a near future such kind of systems together will make up the majority of devices connected to the Internet.
This condition poses a whole new set of requirements on the network capability and response, driving us to conceive a new sort of network that is anchored around solid and fundamental architectural principles such as modularity, reliability, flexibility, robustness, mobility, scalability, etc. More, this is even more decisive if we are set on a vision to build a fundamentally different sort of network that can assemble itself given high level instructions, reassemble itself as requirements change, automatically discover when something goes wrong, and routinely fix a detected problem or explain why it cannot do so, i.e. if we are about to design and conceive a network of resilient nature.
The realisation of this architectural vision calls for overlooking, extending, assimilating and integrating developments, concepts and theories from both established and emerging sciences and research fields, including network science, complex and systems science, machine learning, etc. We should pursue the research by identifying the domains that relate to the problem and for those ask first order questions, and then investigating possible answers with reference to scientific concepts and principles, rather than with reference to particular technologies. An initial set of four relevant domains have been identified: Management, Communication, Interoperability and Security.
The Management domain focus on the how a disparate type of devices (that goes from simple sensors/actuators to powerful computers) and exist in a high number (trillions) can establish networks. The existence of this type and number of devices leads to new network characteristics such as the mobility of the devices (e.g. sensors in a car), unreliable sensors and actuators, networks constantly dropping-off/connecting. How can the RWI be designed to work in a constantly changing environment, with methods for dealing with the identified characteristics? Much research has been conducted recently in complementary fields that could contribute to accomplishing this vision, e.g. cognitive networks, adaptive networks, self-managed networks, distributed transient networks (DTN), etc.

The communication in between trillions of devices, with energy efficiency in mind in wireless environments leads to problems such as: message flooding, spectrum overflow, etc. These problems occur, when a device wants to communicate with another, it broadcast the message, and every device acts as an active router in the network (in case it has capabilities to do so), which leads to an enormous amount of information passing by, and the need to every device to interact in every communication. So, new communication schemes are needed, the devices must be able to control its communication power and spectrum, and be able to identify for what messages they need to act as a router. So how are we about to design new routing schemes that promote a cleaner and efficient RWI environment? This new routing schemes could evolve to include network context with elements such as: location based routing, where the devices must route the messages taking in consideration the physical paths.

The existence of a vast number of heterogeneous devices leads to Interoperability issues. Even with governance for communication standards and specifications there is no guarantee that the devices interoperate with each other’s (e.g. the manufactures can have different interpretations of the standards). Furthermore, the RWI must coexist with the Internet, and use it as a vehicle to expand communication reach. So how can we achieve interoperability within and across the RWI? The devices must have capabilities to negotiate standards between them, by intelligently perceive the information that other devices can exchange.
A network that exists in every device that is part of the quotidian life, leads to several Security issues. At the architectural level, and to raise confidence on people to use this technology, there is the need to enforce strict security protocols, so the information cannot be used by others than the authorised ones. How can a distributed secure communication be enforced in the realms of RWI? New lightweight but powerful security mechanisms and protocols must be developed so that even simple devices, such as sensors/actuators, can use them.
